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INSTRUCTIONS: Answer question ONE (Compulsory) and any other TWO questions

QUESTION ONE (30 MARKYS)

a) Explainthe historical development of digital forensics and its relevance to modern investigations.
(5 marks)

b) Discusstherole of certificationsin building a business case for adigital forensicslab. (5 marks)
c) Describethe key stepsinvolved in acquiring data from RAID systems. (5 marks)

d) Ouitline the procedures for seizing digital evidence at a crime scene. (3 marks)
€) Explain how file systems handle deleted and slack space during forensic analysis. (3 marks)

f) Discuss the strengths and weaknesses of current digital forensics hardware tools. (4 marks)
g) Explain therole of virtual machine forensics in investigating network-based crimes. (5 marks)

QUESTION TWO (20 MARKYS)
a) Describe how to use hashing techniquesto verify the integrity of collected digital evidence.

(5 marks)
b) Explainthechalengesinvolvedinacquiring datafrom mobiledevicesin forensicsinvestigations.
(5 marks)
c) Discusstherole of cloud forensicsin the modern investigative environment. (5 marks)

d) Evaluate the importance of report writing in high-tech digital forensic investigations. (5 marks)
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QUESTION THREE (20 MARKYS)

a) What are the legal and technical challenges of conducting forensics on socia media platforms?
(5 marks)

b) Explain the relevance of understanding file systemsin Linux-based forensic investigations.
(5 marks)

c) Discusstheimportance of ethicsfor digital forensic expert witnesses in court proceedings.
(5 marks)

d) Describe the process of recovering compressed graphic files and the challenges associated with
it. (5 marks)

QUESTION FOUR (20 MARKS)

a) Explain the concept of live acquisition in network forensics and its importance. (5 marks)
b) Discussthe use of e-mail forensics tools to investigate e-mail-based crimes. (5 marks)
c) Describetherole of virtual machinesin digital forensics investigations. (5 marks)

d) What arethe challenges of conducting digital forensic investigations on encrypted devices?
(5 marks)

QUESTION FIVE (20 MARKYS)

a) Explain the role of data-hiding techniques in cybercrime and how forensics experts uncover
hidden data. (5 marks)

b) Discuss the importance of understanding the file system structure in Macintosh-based forensic

investigations. (5 marks)

¢) What are the key factors to consider when acquiring evidence from Internet of Anything (1oT)

devices? (5 marks)

d) Explaintheimportance of preparing athorough curriculum vitae (CV) asadigital forensics expert

witness. (5 marks)
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