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INSTRUCTIONS: Answer question one and any other two questions

QUESTION ONE (30 MARKS)

a) Given the word Balloon as the keyword, use playdgiher to encrypt the word football
(5 marks)

b) Given 162453 as the key, Show how you can enctyptmessage, "I must go for
vacation" using rail fence cipher (3 marks)

¢) Show how Host intrusion Detection and Network istom Detection systems differ
(4 Marks)
d) Discuss any components of a good security policy (3 marks)

e) Given the Equation E(x) = (5x + 8)MOD26. Use affi@gpher to encrypt the message
Dolphin (5 Marks)
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f) Identify any four biometric modalities (4 mayk

g) ldentify the key difference between abnormally loBl&S and Signature based IDS
(4 marks)
h) Highlight any two purposes of a firewall (2 Mg)

QUESTION TWO
a) Given 635124 as the Key, use Rail Fence Ciphentoypt the message " We are under

attack save yourself (4 Marks)
b) If the keyword is WIND and the plaintext is GO AHEAMAKE MY DAY, use Vigeli
ere Cipher to find the ciphertext (5 Marks)

c) Define identification and authentication in the o of cybersecurity. Explain the

difference between the two concepts and their itapoe in access control systems.
(4 marks)

d) Firewalls play a critical role in protecting netwsrfrom unauthorized access, cyber
attacks, and other security threats. Identify &nge types of fireswalls and describe how
they operate (6 Marks)

e) Define the term Computer Security (1 mark)

QUESTION THREE

a) What is difference between a block cipher and eastrcipher (2 Marks)

b) Discuss any five requirements for a hash function (5 marks)

C) Given Key=MLX use affine cipher to encrypt the maegs "Holiday" (4 Marks)

d) Discuss the concept of diffusion and Confusionrap@sed by Claud Shannon in

the context of improving encryption. (4 marks)

e) Identify any three reasons why computers are bauogihess secure (3 marks)
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f) Discuss how Quantum cryptography works (2 Marks
QUESTION FOUR
a) Alice and Bob have agreed to use the Diffie Hellrkag exchange mechanism.

Given the p = 37 and g = 13, show how the key regated. [6 Marks]
b) Identify any thee application areas of public keyptography (6 Marks)

C) Identify any four malicious software and how theycontrolled (8 marks)

QUESTION FIVE
a) Using Hill Cipher Encrypt the messatjdDENT given the matrix show as the

Key (7 Marks)
13 12 23
20 0 16
10 6 15
b) Explain the concept of zero-trust authenticatiod @s implications for network
security (3 marks)
C) Discuss any two security models (4 marks)
d) Briefly describe the following access control metho (6 marks)

I. Mandatory access control
il Role based access control

iii. Discretion access control
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